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OPERATION MANUAL
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Bullet IP Camera Indoor/Outdoor

Before trying to connect or operate this product, please read this manual completely
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SAFETY PRECAUTIONS

All the following safety and operational instructions to prevent harm or injury to the operator(s) or

other persons should be read carefully before the unit is activated.

WARNING

To prevent fire or shock hazard, avoid exposing this unit to rain or moisture.

Do not block ventilation openings.

Do not place anything on top of the unit that might spill or fall into it.

Do not attempt to service this unit yourself, as opening or removing covers may
expose you to dangerous voltage or other hazards. Please refer all servicing to
your distributor/ retailer.

Do not use liquid cleaners or aerosols for cleaning.

To prevent fire or electric shock, do not overload wall outlets or extension cords.
PoE warning : If the PoE injector is used instead of the supplied power adaptor, all
of the wiring to and from the injector must be routed/ installed inside a building/
plant and never routed/ installed outside of the building/ plant.

o Please only select a power adapter or power certified by UL and marked at 24Vac
/60 Hz, minimum 1A, class 2 or LPS.

CAUTION

RISK OF EXPLOSION IF BATTERY IS REPLACED BY AN INCORRECT TYPE.
DISPOSE OF USED BATTERIES ACCORDING TO THE INSTRUCTIONS.




1. PRODUCT FEATURES

1.1 Product Instructions

This IP camera series is a high performance mega-pixel network camera which is equipped with a
high resolutions SONY 1.3M CMOS sensor and a resolution of up to 1280 x 1024 (SXGA). This
powerful new series enables you to see fresh images in fine detail aided by a spectrum of high
resolutions plus WDR technology that combats problems like capturing images against
backgrounds of bright light. In addition the series is equipped with the dynamic H.264 video
compression format, the compression codec which ensures top image quality at a low bit rate. The
3GPP installed mobile phone helps you see live scenes via the Internet as well. And this series
provides you with freshly designed, simultaneous video codec streams of H.264, MPEG4 and
MJPEG. This function, the multi-profile function, can simultaneously use different rates of
resolutions while allowing 3 video codecs to connect with computers at the same time. This IP
camera not only offers the highest resolutions in images in the field, but also day and night, pre- and

post-alarm, and ePTZ functions.

Following are the special powers featured in this series.

SXGA /1280x1024 pixels

The series lets you view the video feed with a large field of high resolutions at SXGA / 1280x1024
pixels that provide you with clear images in great detail.

WDR (Wide Dynamic Range)

Besides, the series provides WDR technology which is aimed at coping with problems like poor
quality images shot against a strong backlight. WDR uses two shutter speeds in alternative video
fields, high and normal, and combines these two fields into one frame. It allows every detail to be
captured accurately, even if one portion is bright while other portions are dark. As a result,

combined fields yield a frame of high quality images.



H.264 compression
Currently, the H.264 is the most common and dynamic video compression format and a powerful
compression codec which delivers superior image quality at a low bit rate.
3GPP
Users can view a live scene via the Internet with a 3GPP installed mobile phone.
(Note: The 3G network bandwidth is limited; you can't use too large video size on your cell phone.)
Video Settings:
Video Profile 1
Maximum frame rate: 3 fps

Intra Frame Period: 1 S

Constant bit rate: 64 Kbps

In short, the series provides quality images and professional surveillance functions for

comprehensive security applications.

1.2 Product Features
Adopts TI TMS320DM365 digital media processor.
SONY 1.3M CMOS sensor.
Simultaneous H.264, MPEG4 and MJPEG video compression.
Three multi-profile applications: Selectable resolutions, frame rates, qualities, and image
chopping.
Supports WDR.
Built-in IR-cut filter provides high quality images in low light conditions.
Two-way audio.
3GPP mobile surveillance.
Advanced motion detection ( 512 zones. Sensitivity: 0 -100 % ).
Built-in SD / SDHC card for schedule and alarm recording.
Supports ONVIF.

Full range of power options: DC12V / AC24V / PoE ( IEEE 802.3af ).



2. DESCRIPTION OF THE SURFACE
2.1 The Bullet IP Camera Indoor/ Outdoor (PoE)

The component parts (the internal view ).
Dismantle the bullet IP camera to see its different parts. The picture here shows you the internal

component items making up the product.
SCREQS

SUNSHIEELD /

REAR CASE
@@

MIDDLE CASE

SENSOR PCB POWER PCB WATERPROOF RUBBER

PCB PLATE
IR PCB
FRONT CASE
Camera with bracket ( the external view ).
The picture here shows the camera's exterior, with the bracket screwed in and fixed to it. The
bracket enables you to easily mount the camera on a wall, turned at the angle you want.

NOTE: Use the 2 screws to screw the sun shield (above) into the 2 extreme holes indicated
in the bullet camera (below) to get an unobstructed viewing angle.
Please don’t use the middle hole in the camera, as that will block the view.




The PCB board:
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Plug Inlet: An AC 24V inlet that connects to an external power supply.

ETHERNET 10/100 Connector: This is a standard RJ-45 connector for 10/100 Mbps

Ethernet networks. PoE (Power over Ethernet) function: Provides power to the device via the
same cable as used for the network connection.

Plug Inlet: ADC 12V inlet that connects to an external power supply.

GPIO: This is a 6-PIN connector including the Digital output/input, DC output and

GROUND items for connecting with external devices.
VIDEO OUT Connector: The connector provides the unit's composite video signals to a
monitor. (This connector adjusts and improves the images.)

AUDIO IN: The connector is used to connect the audio output from other devices to the
camera.

USB port: The user can use a USB device cable to connect the IP camera to the USB port on
the PC.

AUDIO OUT: Provides the camera’s audio signal to a speaker or stereo.

SD/ SDHC CARD slot: This is used for updating system software and archiving / accessing
critical images.

RESET: Recover to factory default. (Refer to section 2.4 The Reset Button.)



2.2 The Reset Button
The Reset Button operation can be reset back to default. Press the Reset Button for about 10
seconds. Blue screens will be displayed, and a text saying “RESETTING...” will appear. The device
auto reboots. All settings are back to default. The following items return back to default.

[SETUP]

Network Setup
a. LAN Settings (You can manually reset this function by yourself.)
b. PPPOE Settings (You can manually reset this function by yourself.)

Dynamic DNS
a. DYNAMIC DNS SETTING (You can manually reset this function by yourself.)

IMAGE SETUP
a. Privacy Mask Setting
b. IMAGE SETTINGS

AUDIO AND VIDEO

a. VIDEO PROFILE 1
b. VIDEO PROFILE 2
C. VIDEO PROFILE 3
d. AUDIO SETTINGS

MOTION DECTION
a. Video Motion setting

TIME AND DATE

a. TIME CONFIGURATION

b. AUTOMATIC TIME CONFIGURATION
C. SET DATE AND TIME MANUALLY

Event Setup

a. Server

b. Media

C. Event

d. Recording
[ADVANCED]

DI and DO

a. DI and DO
b. LED

c. VIDEO OUTPUT
ICR

a. ICR
HTTPS

a. HTTPS
Access List

a. Allow List

b. Deny List



2.3 The Alarm wiring diagrams

The Bullet IP Camera Indoor/ Outdoor (PoE)

n "+
Z 3 . F o0
O 400 0o
— Digital output +
— Digital output -
» Digital input +
» Digital input -
+12V
> DC output
> GND

+12V
|
- /
|
|
ALARM
[e
|
|
1O
: Reed switch
1O
|
|
I >
:C 12V
100 mA
1™
O
|



2.4 The USB function
By connecting the IP camera with a PC via the USB connector, the IP camera can provide two
different functions.
1. Insert an SD card: As a card reader.

Insert an SD card into the IP camera, then connect to the PC. You might transfer files between

the SD card and the PC. Once you've connected your IP camera to your computer, the Windows

system will detect the connection and ask you what you want to do with your SD card.

In other words, if the user connects the IP camera with an SD card and the PC via the USB

connector, the IP camera can be used as a normal card reader.
2. Remove an SD card: As a configuring tool.

Before using the USB configuration setting page, please remember to remove the SD card or

your PC will read the SD card and won’t show this window.

DHCP ON
USB Configuration v1.03 EEE
Title ami cata DHCP ‘ il
1P Address ,— l—' ,7 ,— Netmask ]7 ’7 l—' ,—
Gateway ,— ]7 ,7 ,7 DMS Server Ji Ji ]7 ,7
HTTF Part W
Apply(f) Exit(E)
DHCP OFF

(CREUINN 155 Contizustion v1.03

Title AT e L DHCP

IP Address 168 lo— ,r Netmask 255 JF ]F‘ 'D—-
Gateway {g— ]g—' lg— ,g—' DMS Server JT JF 11—' ,11—

HTTP Part iani
Apply(A) Exit(E}

£l

\

Network
Setting
NOTE: After changing the settings, please click the “Apply” button. All of the options will
be effective after removing the USB connector.
NOTE: After the IP address has been changed and/ or reset, please unplug the network
cable, then plug it once again to make sure the network connection is in normal
mode.

10



3. INSTALLATION

Please follow the instructions and the diagram below to set up the system.

NOTE: The IP camera is linked by its Video Out connection via a BNC connector to a
monitor's Video In connection. If this connection is there, you can see some
information on the monitor screen, such as the IP camera factory default Static IP
address (192.168.1.168). But the IP camera Static IP address can only appear if there
is a connection between the IP camera and another device. If there is no such
connection, the IP camera factory default Static IP address will not appear on the

monitor screen.

3.1 Hardware Installation

Plug in the power connection to the IP camera.
Plug in the IP camera cable.
Confirm the correct network connection status (PC/ HUB/ IP camera).

M w DN e

In the PC IE Browser, key in the camera’s IP online to link up to the live first page.

11



3.2 Placing a Desiccant Pack Inside the Camera

The bullet camera comes with a desiccant pack which is placed inside the camera using a
two-sided adhesive tape. The desiccant pack is for reducing the moisture and humidity content

inside the camera and prevents moisture from condensing on the lens or its cover.

If the user decides to remove the camera cover after more than a few months of camera use,

remove the used desiccant pack as well and place the replacement pack inside the camera.
1. Stick the piece of desiccant pack to the inner side of the camera.

2.  Then use a two-sided adhesive tape to fix the desiccant pack.
3. Reattach the cover of the camera.

The Bullet Camera:

12



3.3 Updating System Software
If the system software of the IP Camera needs to be upgraded, please take the following steps to

safely process it.

Important: Before carrying out the following procedures, please ensure the SD card is

working and the file of the system firmware is intact

1. Create a directory named UPGRADE (upper-case or lower-case letters are no difference) in
the SD card if it does not exist.

2. Copy the file of UPDATE.BIN to the UPGRADE -directory.

3. Ifthe IP Camera is running, please power it off first.

4. Insertthe SD CARD into the IP Camera.

5. Remove the Ethernet cable from the RJ-45 port and then power on the IP Camera.

6. In5to 10 seconds, a message reading "UPDATE PROCESSING" will show up on the screen
on a blue background; if not, please check out steps 1 to 6 carefully or else inform your
technical support while ignoring the following steps.

7. DO NOT power off the IP Camera while this update process is running until the message
"UPDATE OK RESET PLEASE" appears on the screen; it might take 15 to 30 seconds to
appear.

8. If the message "UPDATE NG RESET PLEASE" appears rather than "UPDATE OK RESET
PLEASE", please write down the error messages shown on the screen and inform your
technical support, while ignoring the following steps.

9. Power off the IP Camera when this update process is finished, then remove the SD card from
the IP Camera.

10. Reconnect the Ethernet cable to the RJ-45 port if necessary.

11. Power ON the IP Camera and it will work normally if the entire update procedure goes
correctly.

12. Verify the version of the system software.

WARNING:

Steps 1to 2 have to be done on a PC.

Make sure the file of UPDATE.BIN is a correct one in step 2, or the IP Camera will not
work normally after being updated.

If the power of the IP Camerais suddenly lost in step 7, please remove the SD card first
and turn on the IP Camera next to test its operation. If the IP Camera remains working
normally, please go back to step 3; otherwise, please inform your technical support.
In step 9, if the SD card is not removed and the IP Camera does not get online as well,
the updating process must be repeated again after rebooting the IP Camera.

Make sure that the SD card is inserted in a correct position in step 4, or the IP Camera
will suffer permanent physical damage.

If the message "CSUM ERROR" appears in step 7, it implies a problem in the file of
UPDATE.BIN.

Don’t interrupt the process while the unit is updating itself; proceed with an SD card
not including any system software of the unit, or else the unit will crash.

13



4. Network Configuration

4.1 Cable Connections

Please follow the instructions below to connect your IP camera to a computer or a network and to
choose a proper RJ-45 cable configuration for connections.

Physical specifications of the RJ-45 cable for Ethernet

Wire Type Cat. 5
Connector Type RJ-45
Max. Cable Length 100 m
Hub Wiring Configuration Straight Through
PC Wiring Configuration Straight Through

4.1.1 Connect to a computer
Use a straight LAN cable to connect directly to a computer.

CAMERA

TO PC LAN CARD

4.1.2 Connect to a LAN Hub (INTRANET)
The RJ-45 PIN configuration for connecting with a LAN Hub is own below.

TO PC NETWORK CARD

CAMERA

l

%
£l
|
TO NETWORK
RJ-45
I

——

[P

4 uplink

HUB

14



4.2 Configure Your IP Camera Network Settings
Upon connecting with the network hardware, you need to activate the network function and
configure the proper network settings of the IP camera.

4.2.1 Enable DHCP Function
Note: The IP Camera default setting is DHCP ON. Users can obtain an IP address automatically
from the DHCP server.

The IP bullet camera:

This function can only work if the LAN, which the unit is connected to, has a DHCP server. If the
DHCP server is working in the LAN, please plug the USB connector into your PC’s USB socket and
the other end of the connector in the camera. A window pops up asking if you want to "Run the
program", "Open folder to view files", or "Take no action". Choose "Run the program" and click "OK",
and the "USB configuration" window will pop up. Set the Network setting and turn on the DHCP
setting to use the DHCP protocol. The IP Camera will obtain an IP address automatically from the

DHCP server.

4.2.2 Set IP Address
You need to set an IP address for the unit if the LAN unit isn’'t connected to a DHCP server.
Otherwise, please follow the instructions given below:

Note: The default static IP is 192.168.1.168.

Set the IP, MASK and GATEWAY. The following is a sample setting.

IP: 192.168.1.X
MASK: 255.255.255.0
GATEWAY: 0.0.0.0

NOTE: When only one unit of the IP camera is connected to a computer or LAN, you can

freely assign an IP address for the IP camera. For example, there is a range of IP
camera IP addresses from 192.168.1.1 to 192.168.1.255. You can pick one for use
from the range of the IP. It's not necessary to set MASK and GATEWAY; leave the
settings as default.
When an IP camera is connected to a WAN, you must acquire a unique, permanent
IP address and correctly configure the MASK and GATEWAY settings according to
your network architecture. If you have any questions regarding those settings,
please consult a qualified MIS professional or your ISP.

NOTE: When connecting to a network, each connected IP camera must be assigned a
unique IP, which must be in the same class type as your network address. IP
addresses are written as four sets of numbers separated by periods; for example,
192.168.1.1 Therefore, if the connected network is identified as Class C, for example,
the first three sets of numbers of the IP camera IP address must be the same as the
network address. If the connected network is identified as Class B, the first two sets
of numbers of the IP camera IP address must be the same as the network address. If
you have any questions regarding these settings, please consult a qualified MIS
professional or your ISP.

15



4.3 TCP/IP Communication Software
Follow the procedure below to install the TCP/IP communication program in your computer.
1. Click Start, and then click Control Panel.

T -
é Internet U My Documents

Internet Explorer

E-mail
%
Micrasoft Outlaok [—g My Pictures

‘Q M Explorer [ My Music
g! My Computer
‘a ‘Windows Messenger

- cControl Panel
ﬂ windows Update
@, Set Program Access and

Defaults

t@ Je0 i @ Prinkers and Faxes
@ﬁ Windaws Mavie Maker @) Help and Suppart

Files and Settings Transfer p Search

Wizard
77 Run...

5‘ My Recent Documents  #

Allerograms [

ot [@)] run off Computer

74 start
2. Double click the Network Connections icon to enter the windows.

E- Control Panel

File Edit Miew Favorites Tools Help

‘\)F‘am :J /":ﬁ Search u:_ Folders v

Acdress | [ Control Panel v‘ Go

E " Control Panel 6 = X ‘:T@ % j §\
Accessibilty  Add Hardware Add or Administrative  Automatic  Date and Time Display
B’ Switch ko Category View Options Remoy... Toals Updates

4
i

w » P = -
See Also ; }i . J
Folder Options Fonts Game Internet Keyboard Mail Mause
‘ ‘wWindows Lpdate Contrallers Cptions
(7)) Help and Suppart: e ﬁ 1 @ iy
» s 2
= pe @9 Lb = b 4 'f;a
Metwork. etwork Setup  Phone and  Power Options  Prinkers and  Regional and - Scanners and
Conneckions Wizard Modem ... Faxes Language ... Cameras
) © 9 & W Hd
Scheduled Security Sounds and Speech System Taskbar and User Accounts
Tasks Center Audio Devices Start Menu

@ ¥ <

‘Windows Wireless Link Wireless
Firewall MNetwork Set...

4. Right-click your network connection and then click Properties.

16



"% Network Connections

File Edit View Favortes Tools Advanced Help

eEack - \_) I.” /I.“‘ Search il Falders

Address Ie_«_ Netwark Connections b ‘ €1

Network Tasks

8 1304 Connection

E Create a new Connected, Firewallzd
connection 1394 Nt Adapter

4 Setup a home or small

~ office network

& Change Windows
Firewall settings | Frepar

q Disable this network
device -

'5\ Repair this connection Create Shartcut

]} Rename this connection = e

& Miew status of this
connection

Change settings of this
connection

Bridge Connections

Dther Places

[ Contral Panel

& My Network Places
iD My Documents

i My Computer

»

Details

Local Area Connection

5. Onthe General tab, check if the Internet Protocol (TCP/IP) is included in the list. If the TCP/IP

is included, please process section 4.5. If it is not included, please follow section 4.4 to install
the TCP/IP.

General | Authentication | Advanced |

Connect using:

| BB SIS 900 POl Fast Ethemet Adapter ‘

This connection uses the fallowing items:

g[lwent for Microsoft Networks
g File: and Printer Sharing for Miciosoft Networks
1B} (15 Packet S cheduler

Install...

Description

Transmizsion Control Protocol/Intemnet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

Shaw icon in notification area when connected
Molify me when this connection has limited or na connectivity

17



4.4 TCP/IP Installation

On the General tab of the Connection Properties, under “This connection uses the following items”,
click Internet Protocol (TCP/IP). Then click Install. Select Protocol from the network component
type then click Add. Select Microsoft TCP/IP from the network protocol then click OK. Click Close

to return to the Network Connections window.

cal Area Connection Properties.

General I.Ehthentication || Advanced |

Connect using:

| B2 S5 900 PCI Fast Etherriet Adapter |

Thiz connection uzes the following items:

E.@ File and Printer Sharing for Microzoft Networks

Select Network Component Type

Click the type of netwark companent you want ta install:

1. Select “TCP/IP"
2. Click “Install”.

3. Select “Protocol”.

[?[X]

%= Intemet Pratocel (TCPAF) | L.

5 Protocol

Description
e i

Allows other computers to access resources on your
uging a Microsoft network.

Show icon in notification area when connected
Matify me when thiz connection has limited or no con

Select Network Protocol

~—

A protocol iz a language your computer uses to
communicate with ather computers.

Click the Metwork, Protocol that you want to inztall, then click QK. If you have
an inztallation dizk for this component, click Have Disk.

4. Click "Add”

/] ar
JNW’Link IF /5PN etBI0S Compatible Transport Protocol

5. Select TCP/|P.

iﬁv Thiz driver is digitally signed.
Tell me why driver signing is important

6. Click “OK".

6_|[ Ok ,][ Cancel ]

18



4.5 TCP/IP configuration setting

Click Start > Control Panel > Network Connections.

Select Internet Protocol (TCP/IP), and then click Properties.

Before processing the IP camera installation in a WAN, please make sure the Internet

connection works properly. If not, please contact your ISP provider.

L | ocal Area Connection Properties Internet Protocol (TCP/IP) Properties |E|g|

General | Authentication | Advanced { General | Altemate Configuration
Connect using *fou can get P settings assigned automatically if your network supparts
= o this capability. Otherwise, you need to ask your network administrator for
| B&@ Si5 900 PCI Fast Ethemet Adapter the appropriate [P seftings.

This connection uses the following items:
| & E’, Client for Microsoft Metworks

vl E File and Printer Sharing for Microsoft Metworks dre: — "
v BQDS Packet Scheduler ]

L |teret Pr CR/IP) T =
1 |
Install dninstall () Obtain DNS server address automatically
Description (&) Use the following DNS server addresses:
Trangmission Cantrol Protocaol/Internet Protocol. The default ) -
wide area network protocol that provides communication Preferred DNS server: A180.,.350. 4

across diverse interconnected networks.
Alternate DNS server:

Show icon in nolification area when connected

Motify me when this connection has limited or no connectivity

If you are using a DHCP server, please select Obtain an IP address automatically. Any

assigned IP address for the connected IP cameras must be in the same class type as the server.

If there is no DHCP server, please select specify an IP address enter the IP address, subnet

mask and default gateway of your choosing of your PC. This IP address must be different from

other network IP devices but in the same class type.

NOTE: The IP address of an IP camera in a network must be unique to itself as opposed

to those of the other chosen PCs, but in the same class type.

19



4.6 Connection Testing

With the previous settings, follow the instructions below to ensure whether you have established

the connection successfully.

1 Click Start > All Programs > Command Prompt.
] New Office Document
Iﬁ? Open Office Document
@ Set Program Access and Defaults
e MWindows Catalog
% windows Update
% Windows Live Call Beta
fj Accessibility »

IER) Asus Chkiail vl B Communications ]
0 Asus Hotkey || ) Entertainment »

E-mai o ) Eset Pl ) Svstem Tools r

i .‘j ames v |8 L3 Address Book

ﬁ o 1j 1zArc vl calculator
IF) Microsoft OFfice Toals » nai

1‘{‘4‘ Paint IE9) 5is MES0_651_650_740 il B notepad

5 .’j Startup 3 IE Paint
% Windows Update A& Internet Explorer ) Program Compatibiity Wizard
% §-. Remote Assistance 'inj Synchronize
@ LR L &) windows Media Player &9 Tour windaws xp
i k R @ windows Messenger |5 Windows Explorer
i I K-Lite Coder Pack Pl E windows Movie Maker
Command Prompe | IE0) Skype P 2 wordpad

IE) Windows Live »

I E¥ adobe Reader 9

2. Enter ping XXX XXX.XXX.XXX (the camera’s IP address), then enter. (See the sample

screen below).
** This is the IP address for an IP camera that is assigned for the connected IP camera.

mmand Prompt

icrosoft Windows XP [Version 5.1.26881
(C>» Copyright 198528081 Microsoft Corp.

C:“Documente and Settings*uszer>ping 192.168.1.168

20



If you receive a response as in the sample screen below, the connection hasn’t been
successfully established. Please re-check all the hardware and software installations by
repeating sections 4.4 and 4.5. If you still can't establish the connection after rechecking, please

contact your dealer.

ommand Prompt

Microsoft Windows XP [Version 5.1.26801]
(C>» Copyright 1985%-2881 Microsoft Corp.

iC:»\Documente and Settings*uszer>ping 192.168.1.168

Pinging 192_168.1.16%7 with 32 bytes of data:

Reguest timed out.
Reguest timed out.
Reguest timed out.
Request timed out.

Ping statistics for 192.168.1_168:
Packets: Sent = 4. Received = B, Lost = 4 {188x lossD.

C:»Documents and Settings“useprl

If you receive a response as in the sample screen below, you have successfully made the

connection.

ommand Prompt
icrosoft Windows XP [Version 5.1.26881
(C>» Copyright 198528081 Microsoft Corp.
C:“Documents and Settings*user>ping 192.168.1.168
Pinging 192_168.1.168 with 32 bytes of data:

Reply from 192.168.1.168: hytes=32 time=1ims
Reply from 192.168.1.168: hytes=32 time{ims
Reply from 192.168.1.168: bytes=32 time=1ms T a8
Reply from 192.168.1.168: bytez=32 time<{ims TTL=1688

Ping statistics for 192.168.1_168:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss>.
fpproximate round trip times in milli—seconds:

Hinimum = Bmz. Maximum = ims,. Average = @ms

C:~Documents and Settings user’_

21



5. Operating Instructions for Network

Two choices of software are available for linking with the IP camera: (1) the Microsoft Internet
Explorer; and (2) the IP camera viewer software, a network browser in a PC which provides the
functions of monitoring remote zones or watching recorded data through the TCP/IP protocol.

The details are listed as follows.

RJ-45 PIN configuration for Ethernet

PIN NO. PIN Assignment RJ-45 socket
1. TX +
2. TX -
3. RX +
4. Not Connected 12345678
5. Not Connected
6. RX -
7. Not Connected
8. Not Connected
Physical specification for Ethernet
Wire type Cat. 5
Connector type RJ-45
Max. cable length 100 m
Hub wiring configuration Straight Through or Cross Over
PC wiring configuration Straight Through or Cross Over

22



5.1 Microsoft Internet Explorer

5.1.1 Connecting the IP camera

1. Start up the Microsoft Internet Explorer, and then follow the steps below to connect the IP
camera.

2. Click on the URL block at the top of the window.

3. Enter the URL address of the IP camera into the URL block and press the “Enter” button to
enter the home page.

4. Enter the "User Name" and "Password" in the appropriate spaces.

5. Click on the “OK” button to set your entries, and automatically exit the page.

NOTE: The default "User Name" and "Password" are admin and 9999, respectively.

NOTE: The page headlined "Enter Network Password” is shown below. Please enter the
user name and password of the IP camera when you see it. If either the user name
or the password is incorrect, please check the input data and rectify it as
necessary.

NOTE: Once authorized successfully, the login page will not appear again until you close
the window and reconnect it.

NOTE: The initial sequence of proceeding is to type in your IP address and click the
"Enter" button to access the home page. If and when you revise or change datain
the "SYSTEM USERS" page, the sequence will alter to initially show the "Enter

Network Password" page.

Connect to 192.168.0.92

2%

MET'WORK

User name: | L' |

Password: | |

[1Remember my password

[ OK ] [ Cancel
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5.1.2 Live Video

The Live Video from the IP camera is displayed on the home page when your PC is online with
the IP camera. There are also additional settings provided on the home page. The AJAX (default)
and the ActiveX viewer types display different display formats on their home page.

The AJAX viewer type: Non-IE browsers support (for the JPEG mode only).

IPNetCam etup [ Help | Logout

FEER

° CIick|pmﬁ|E‘1(54DX48m v to change the pairs of resolution and quality which you

already arranged in the “Audio and Video” setting page (for the JPEG mode).

—

[ ) SD card icon: Check if the SD card is inserted or not. When a SD card is inserted, the

[—
. S0
icon becomes red ! .

° # Motion-on icon: When there is a detection of motion, the icon will appear in the right

upper corner to warn the user. When the motion detection is triggered, the icon will blink red

.

o @® Status Recording on icon: The icon will appear on the upper right corner. When the

recording is triggered, the icon will become red ® and record the images into the inserted
SD card.
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& 1 ]
T Alarm on-icon: When there is a detection of external devices such as a sensor, The

icon will appear on the upper right corner warn the user. When an alarm is triggered, the

icon will blink red E?i@

& - )]
(?’ Alarm on-icon: When there is a detection of external devices such as a sensor, the icon

will appear on the upper right corner warn the user. When an alarm is triggered, the icon will

blink red m
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The ActiveX viewer type:
You can select from the available thumbnails for your option of taking a Snapshot, setting the

Storage Folder, selecting the Full Screen mode, Recording, Listen, Talk and Zoom.

Live Vidao | Satup | Help | Logout

o [me] 3] ] ] (@] &) (& e v @ K © 9

EPTZ |

Préset o |
1 =

X @ [x]

Glabal \ﬂc_\!’s_

[ Snapshot: Click on the button to take a snapshot. The icon will change to a blue color
while working effectively.

o Set Storage Path: Click on the button to set a storage folder for saving the snapshot
and the video clips.

(] Full Screen: Click on the @ button to enter the full screen mode. The icon will change to
a blue color while working effectively.

[ Record switch: Click on the @ button to record a video clip. The icon will change to a
blue color @ while working effectively.

(] Audio switch: Click on the button to start/stop the audio-in function (listen/stop
listening). The icon will change to a blue color while working effectively.

(] Talk switch: Click on the @ button to start/stop audio out function (talk/stop talking). The
icon will change to a blue color while working effectively.

[ Digital output: Click on the @ button to start/stop digital output. The icon will change to a
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blue color @ while working effectively.
Zoom: Click on the button to bring a popup “Zoom” window. The icon will change to a

@ ) ) )
blue color while working effectively. Move the scrollbar "square" right or left to zoom
in or zoom out the Live View, and the red “Active Frame” will be narrowed down or

enlarged. You can drag the “Active Frame” to the desired position to see the detail of the

live image.

1009

Zoom Qut

EPTZ: The Digital Zoom mode. The mode utilizes the high resolution feature of the mega
pixel camera to simulate the mechanical functions of the PTZ camera. The mode helps
the user to filter the image details more efficiently. When the digital zoom mode is active,
the image can be zoomed in and out directly.

Hold the left key of the mouse and move the mouse in the preferred direction in the Global
View area. As the mouse moves, the live view area shows the corresponding image until
the border of the image appears.

Live Video: Click to go back to the device’'s homepage.

Setup: Click to proceed to the advanced settings.

Logout: Click to close the window.

27



5.1.3 Setup

Click on the Setup button on the home page to proceed to the advanced settings.

5.1.3.1 Wizard

To quickly configure your IP Camera, click Wizard on the top of the Setup pages.

This wizard will guide you through a step-by-step process to configure your new camera and

connect the camera to the Internet.

Welcome to setup wizard - internet connection setup

This wizard will guide you through a step-by-step process to configure your new Camera and connect the camera to
the internet. To set-up your camera motion detection settings, please click Back button to close this wizard and re-
open the motion detection setup wizard.

Step 1: Setup LAN Settings
Step 2: Setup Internet Settings
Step 3: Setup DDMS Settings
Step 4: Camera Mame Settings
Step 5: Setup Time Zone

Click Next to continue.

Step 1:

Step 1: Setup LAN Settings :

Flease select whether your camera will connect to the Internet with a DHCP connection or Static P address. If your
camera is connected to a router, or you are unsure which settings to pick, recommends that you keep the default
selection of DHCP connection. Otherwise, click on Static IP address to manually assign and IP address before clicking

on the Mext button.
Enable DHCP
IF address

Prirnary DNS 1192.188 1.4

The IP Camera default setting is DHCP On. Use the DHCP protocol if the DHCP server is working

in the LAN. The IP Camera will obtain an IP address automatically from the DHCP server. Or you
can turn the DHCP Off to build the IP Camera working environment with a static IP address. The
default static IP is 192.168.1.168. You can set an IP address for the IP Camera if the LAN unit isn’t

connected to a DHCP server.
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If your Internet Service Provider has provided you with connection settings, or you wish to set a
static address within your home network, enter the accurate information for your static IP setting.

Click Next to continue.

Step 2:

Step 2; Setup Internet Settings _
Please enter your ISP Username and Password in the case that your ISP is using PPROE and then click on the hext
button. Please contact your ISP if you do not know your Username and Password.

[JEnable PPPoE

User Mame |

(e.0. BA4321@hinet.net)

Passwaord | |

If you are using PPPoE, select Enable and enter your user name and password, otherwise select

Disable and click Next to continue.

Step 3:

Step 3 Setup DDNS Settings
If you have a Dynamic DNS account and would like the camera to update your IP address automatically, enable DDNS
and enter in your host information below. Please click on the Mext button to continue.

Enable DONS [

Server Address |—| <« | Select Dynamic DNS Server
Host Mame |—|

User Mame |—|

Pasgword |—|

Yerify Password | |

Timeaut |Z'-: (haurs)

If you have a Dynamic DNS account and would like the camera to update your IP address
automatically, Select Enable and enter your host information.

Click Next to continue.
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Step 4:

Step 4. Camera Mame Settings
Recommends that you renarme your camera for easy accessibility. You can then identify and connect to your camera
via this name. Please assign a name of your choice before clicking on the Next button.

IP Camera Mame [IP camera |

Enter a name for your camera and click Next to continue.

Step5:

Step & Setup Time Zone _
Please configure the correct time to ensure that all events are triggered, captured and scheduled at the correct time
and day and then click on the Next button.

Tirme Zone |(GMT+DB'DD) Taipei v

Enable Daylight Saving []

Configure the correct time to ensure that all events will be triggered, captured and scheduled at the

right time. Click Next to continue.

Step 6:

Step 6 Setup complete
Below is a summary of your camera settings. Click on the Back button to review or modify settings or click on the Apply
button if all settings are correct. Itis recommended to note down these settings in order (o access your camera on the

network ar via your web browser.

IP Address DHCP

IP Camera Mame IR Camera

Time Zone (GMT+08:00) Taipel
DOMNS Disahble

PPPoE Disable

If you have selected DHCP, you will see a summary of your camera’s settings. Please note down

all this information as you will need it for accessing your camera within the network.

Click Apply to save your settings.
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5.1.3.2 Change Image Setting

Please follow the steps below to change the video setting through the network as necessary. A
preview of the image will be shown in the window of Live Video. Click Submit to activate and save
your changes.

° The Image Setup setting page

1. Click on the Image button to enter the image-setting page.

Image Network System Application Storage Status

fretcee IMAGE SETUP

Audio and ¥ideo

Privacy Mask

Wiewer Type
ogout O AJAX
@ Activex

AGC ® [32x v

Exposure Time O | Auto

Mirror Con @ of
Flip O on @ of
White Balance Auto w
Brightness 128 »
Contrast 128 =
Saturation 128+
Sharpness 128 »
WOR Lavel 4|
Reset Default
Camera Mame !IF' camera | maximum 30 characters
[Enable OSD
Timestamp Label 3 | maximum 30 characters

Tirmestamp Location | UPFER LEFT

Tirnestamp Format
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2. Adjust the “Viewer Type”. Click to choose the viewer type of the “AJAX” or “ActiveX” mode.

3. Adjust the "Image Settings”, including “AGC”, “Exposure Time*“, “Mirror”, “Flip”, “White

"o "o "o

Balance”, “Brightness”, “Contrast”, “Saturation”, “Sharpness” and “WDR Level” as necessary.

4. Adjust the "Device Settings” including “Camera Name” and “Timestamp”.

. Click “Enable OSD” to checkmark the box and activate the function.

. Enter the "Timestamp Color" you have chosen.

. Enter the "Timestamp Location" you have chosen.

. Enter the "Timestamp Format" you have chosen.

5. Click on the Submit button to submit the new image setting.

Description of function keys:

AGC

Automatic gain control is abbreviated AGC. Automatic gain control is a
feature where the amount of increase is adjusted automatically based upon
the strength of the incoming signal. Weaker signals receive more gain;

stronger signals receive less gain or none at all.

Exposure Time

Exposure time is controlled in a camera by shutter speed and the
illumination level by the lens aperture. This option allows the user to
choose the exposure time of the camera between “Auto”, “1/2000“,
“1/1500%, “1/1000¢, “1/750", “1/500", “1/250", “1/120", “1/60", “1/30", “1/15",
“1/7.5”, “1/4” and “1/2".

Mirror: The mirror stores the images reflected by it so it can be used for
surveillance or to simply take your own picture.
Flip: To flip the camera’s lens 180 degrees.

White Balance

White balance is the process of removing unnatural shades of color, so that
objects which appear white in reality are rendered white in the images.

Select your options from “Auto”, “Outdoor”, “Indoor” and “Fluorescent”.

Brightness: An adjustable setting to compensate for backlit scenes.

Contrast: The measurement for color intensity/strength.

Saturation: This setting controls the strength of colors from black and white to bold
colors.

Sharpness An adjustable setting to set the clarity of detail in the images.
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WDR Level

The Wide Dynamic Range (WDR) function of a camera is intended to
provide clear images even under back light circumstances. WDR enables
the capture and display of both bright areas and dark areas in the same
frame, in a way that there are details in both areas, i.e. bright areas are not
saturated, and dark areas are not too dark. Select your options of the level

between 0 and 8. 0 is the lowest level and 8 is the highest one.

Timestamp Location:

Click to open the list of four location modes to choose from: “UPPER
LEFT”, “UPPER RIGHT", “BOTTOM LEFT”, and “BOTTOM RIGHT".

Timestamp Format:

Click to open the list of six format modes to choose from: “YYYY/MM/DD”,
“MM/DD/YYYY”, “DD/IMM/YYYY”, “YYYY/MM/DD TITLE", “MM/DD/YYYY
TITLE", “DD/MM/YY  TITLE", “TITLE YYYY/MM/DD”, “TITLE
MM/DD/YYYY” and “TITLE DD/MM/YY”.

Submit:

Click to set.
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[ The Audio and Video setting page

1. Click on the Audio and Video button to enter the Audio and video page to set the details of
the device. You may configure video profiles with different settings for your camera. Hence,
you may setup different profiles for your computer and mobile displays. In addition, you may

also configure your audio setup for your camera. Click Submit to activate and save your

changes.

Image

Network

Status

AUDIO AND VIDEO

Augdlio and Video

Privacy Mask
ogout

Iode
Frame size
Wiewer window area
Intra Frame Period
Maximum frame rate
YWideo guality
Constant bit rate
Fixzed quality

Mode
Frame size
Wiewer window area
Intra Frame Period
Maxirnum frame rate
Yideo guality
Constant hit rate
Fixed quality

Mode

Frame size

Wiewer window area
Maxirnum frame rate

Wideo guality

Encoding

Audia Mechanism Setting
& Audio Mic Gain

O Line In
Enable audio aut

| MPEG4 ]

| 12601024 |

[ 1280x1024 -
—

|1 6|

Er
Olm
& |High

[pEG ¥
1280x1024 ¥
128041024 +

High ]

[e711 ]

[20d8 |

—
Audio out volume level | VJ

@ B0Hz O B0Hz
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2. Setthe “Mode”, “Frame size”, “Viewer window area”, “Maximum frame rate” and “Video quality”

of the Video Profile as necessary.

3. Set the details of the audio functions.

4. Select 50 Hz or 60Hz of the Power Line.

5. Click on the Submit button to submit the new setting.

Description of function keys:

Mode: Choose the video format from “JPEG” or “MPEG4". It can be either
JPEG or MPEGA4. In JPEG mode, the video frames are independent.
However, MPEG4 consumes much less network bandwidth than
JPEG.

Frame size: This option allows the user to choose the video resolution of the

camera between “1280x1024", “1280x720", “640x480", “320x240"
and “160x120".

Viewer window area:

This option allows the user to choose the video resolution of the live
view area between “1280x1024", “1280x720", “640x480", “320x240"
and “160x120".

Intra Frame Period:

In the H.264 and the MPEG4 mode, if there is little motion and most
of the video content does not change from frame to frame, the H.264
and the MPEG4 encoding can compress the video by intra-frame
way to keep the quality from loss.

You can set the desired time period to use intra-frame compression.

Maximum frame rate:

Click on the drop-down list to choose the frame rates of “30FPS”

(PAL: “25FPS”), “15FPS”, “7TFPS”, “4FPS” and “1FPS”.

Video quality:

Selects the image quality level of JPEG images captured from
“Highest”, “High”, “Medium”, “Low” and “Lowest".

Selects the image quality level of MPEG4 or H.264 images captured
from “Constant bit” (8M, 6M, 4M, 2M, 1M, 512K, 256K, 200K, 128K
and 64K) or “Fixed Quality* (Highest, High, Medium, Low and

Lowest).

Audio Settings:

You can use the option to switch the external microphone on/off or

adjust the volume.

Encoding:

Click on the drop-down list to choose the audio encoding of “G.711"
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and “G.726". G.726 offers quality nearly identical to G.711, but it uses
only half the bandwidth.

Audio Mechanism Setting:

Check to activate this function. Then select MIC or Line In.

Enable audio out:

Check to activate this function. Then set the Audio out volume level.

Power Line Select 50 Hz or 60Hz that depends on your local electric utility
configuration.

NOTE:

Audio In/Out:

MIC Speaker HUB MIC Speaker

u

—
Camera o
PC

Speaker

In order to use the Audio In/ Out signal function, please follow the steps given below.

1. Connect to the camera webpage over the PC IE Browser.

2. Ensure “Audio Mechanism Setting” & “Enable audio out” are both selected. Click Submit.

3. Connect the Mic to the PC, and connect the camera Audio out to the speaker.

4. Select “Talk” E > ; speak to the PC-connected microphone.

5. Confirm the sounds made in the camera-connected speaker.

6. Connect the Mic to the camera--Audio in; connect the speaker to the PC--AUDIO Out.

7. Click “Listen” in the webpage > @; the Mic sends audio signals to the camera.

8.  Confirm the sounds from the PC speaker.




° The Privacy Mask setting page

Click on the Privacy Mask button to enter the Privacy Mask Area setting page. Mask 3 privacy
area(s) on video to specify up to the area(s) on the camera's image to be blocked/excluded from

recordings and snapshots.

Live Video|Setup| Vi

Storage Status

Privacy Mask

1 Privacy mask:mask 3 privacy area(s) on video.

‘ | Click the right mouse button on the video

2 control to show the popmanu.
Press the left mouse button | drag and drop to
set the privacy area
Privacy area can be enabled or disabled.
After you finish all privacy mask settings, click
the Save button

1. Click the right mouse button on the video control to show the pop-menu.
2. Press the left mouse button, drag and drop to set the privacy area.

3. Privacy area can be enabled or disabled.

&

After you finish all privacy mask settings, click the Submit button.
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5.1.3.3 Change the Network Setting
Please follow the steps below to change the network setting through the network as necessary.

L] Set the network options and IP address.

1. Click on the Network button in the home page to enter the Network Setup page.

Image Network Application Storage Status
Hetwork NETWORK SETUP
Enable DHCP
IP address
Subnet mask

Default Gateway |
Primary DS

Enable UPnP presentation
] Enable UPnP part farwarding

Farwarding Part [0z ]
Farewarding Status UPnP : Forwarding is inactive

b

2. The accessible networks here are the “PPPoE”, “Port Detail”, "Traffic”, “Dynamic DNS”, “HTTPS”
and "Access List".

3. Set the details of the “LAN Settings” for your local area network as necessary.

4.  Click on the Submit button to submit the new network setting.

Description of function keys:

DHCP: If you have a DHCP server running on your network and would
like a dynamic IP address to be updated to your camera

automatically.

DNS (The Domain Name System) is an Internet service that
translates domain names into IP addresses (e.g., 192.168.0.20).

The address can be obtained from your ISP or network gateway.

Enable UPnP Presentation: Enable this setting to allow your camera to be configured as an

UPnNP device in your network.

Enable UPnP port forwarding: |Enable this setting to allow the camera to add port forwarding

entries into the router automatically on a UPnP capable network.
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L] Change the Network Setting — PPPoE.

The “Network” page has, on its upper left, the “PPPoE” icon. Please follow the steps below to change the
PPPoE setting through the network as necessary.

1. Click on the PPPoE button on the upper left menu to enter the “PPPoOE Settings” page.

O Enable @ Disable

User Mame ‘ _|

Password | |

Confirm passward \ |

L

2. Active the “Enable” or “Disable” status of the PPPoE Settings function. Click your choices to
enable.

3. Enter the PPPoE “Username” and the PPPoE “Password”, then confirm the password again.

4. Click on the Submit button to submit the new setting.

NOTE: Please refer to section 5.1.3.8 (PPPoE & DDNS) for more details.

Description of function keys:

PPPoOE Setting If you use the camera to connect directly to the Internet, you will need to
enter the username and password, which were given to you when you set
up your account with your Internet Service Provider. If the camera is

behind a router or a gateway, you do not need to configure this setting.

Username: Enter it in the given space.

Password: Enter it in the required space.
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L] Change the Network Setting — Port Detalil.

The “Network” page has, on its upper left, the “Port Detail” icon. It allows you to specify and reserve the
ports for both the HTTP and RSTP streaming. Please follow the steps below to change the Port Detail
setting through the network as necessary.

1. Click on the Port Detail button on the upper left menu to enter the “Port Detail” page.

Image Network
etwork PORT DETAIL
PPPOE
Port Detail HTTP port I-BE |

Access name for stream? Evidecﬂ.mjpg

Access name for stream?2 i\rideo?.mjpg ‘

Access narne for stream3 ivideni mjpg ‘

HTTPS pot 443 |

RTSP part N

Access name for stream? |livel sdp \
i

Access name for stream?2 !Ii\re?.sdp

Access nare for stream3 |I|v93 sdp

A
2. Enter the “HTTP port” and the “Access name for stream” for the MJPEG streams of the

HTTP.
3. Enter the “HTTPS port”. The default value is 443.
4. Enter the “RSTP port” and the “Access name for stream” for the MJPEG or JPEG streams
of the RSTP.

5. Click on the Submit button to submit the new setting.

NOTE: If you want to use an RTSP player to access the IP camera, you have to use the following

RTSP URL command to request transmission of the streaming data.
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Description of function keys:

HTTP Port

HTTP ports allow you to connect to the camera via a standard web
browser. This port can be set to a number other than the default HTTP port
80. A corresponding port must be opened on the router. For example, if the
port is changed to 8080, users must type in the web browser
'http://192.168.0.100:8080' instead of 'http://192.168.0.100'.

HTTPS Port

HTTPS Port in a camera connects it with a PC via a secure web browser.

RTSP Port

The port number that you use for RTSP streaming to mobile devices, such
as mobile phones or PDAs. You may specify the address of a particular
stream. For instance, livel.sdp can be accessed at
rtsp://x.x.x.x/videol.sdp where the x.x.x.x represents the IP address of
your camera.

NOTE: Using a RSTP player to view the video streams

To view the MPEG4 streaming media by using RTSP players, you can use the players that

support RTSP streaming, such as Quick Time Player, Real Player, and so on.

(@)
@
(©)

Q)

Launch the RTSP player.

Choose “File”, and an “Open URL" dialog box will pop up.

Enter an Internet URL to open. The address format is rtsp://<ip address>:<rtsp
port>/<RTSP streaming access name for stream1, stream2 or stream3>

The live video will be displayed in your player.
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L] Change the Network Setting —Network Traffic.

The “Network” page has, on its upper left, the “Traffic” icon. Specifying the maximum download/upload
bandwidth for each socket is useful when connecting your device to a busy or heavily loaded network.
Please follow the steps below to change the setting through the network as necessary.

1. Click on the Traffic button on the upper left menu to enter the “Traffic” page.

Network

TRAFFIC
Maxirmum Upload Bandwidth: iD EKI\D Bytes Per Second
Maximum Download Bandwidth:i_ﬂ il»(i\o Bytes Per Second

L

2. Enter the “Maximum Upload Bandwidth” and the “Maximum Download Bandwidth”.

3. Click on the Submit button to submit the new setting.

Description of function keys:

Maximum Upload Bandwidth: Enter it in the given space from a range of 0 to 102400.
Maximum Download Bandwidth: Enter it in the required space from a range of 0 to 102400.
Submit: Click to set.
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L] Change the Network Setting — DDNS.

The DDNS (Dynamic Domain Name Server) will hold a DNS host name and synchronize the public IP
address of the modem when it has been modified. The user name and password are required when
using the DDNS service. The “Network” page has, on its upper left, the “DDNS” icon. Please follow the
steps below to change the DDNS setting through the network as necessary.

1. Click on the Dynamic DNS button on the upper left menu to enter the “Dynamic DNS” page.

Network Application Storage Status

DYNAMIC DNS

Enable DDMS O
Server Address
Host Marme

User Marme

Werify Password

\
\
Password ‘ ‘
\
‘ | thours)

Timeout |

Status none

Q

2. Click “Enable DDNS" to checkmark the box and activate the function.

3.  Fillin your dynamic “Server Address”, “Host Name”, “User Name”, “Password”, “Verify Password”,
“Timeout”, “IP Address” and “Email Address”.

4. Click on the Submit button to submit the new setting.

NOTE: Please refer to section 5.1.3.8 (PPPoE & DDNS) for more details.
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Description of function keys:

Enable DDNS Function:

Checkmark to activate the function.

DNS

(The Domain Name System) is an Internet service that translates domain
names into IP addresses (i.e. 192.168.0.20). The address can be

obtained from your ISP or network gateway.

Server Address:

Select your Dynamic DNS provider from the pull down menu or enter the

server address manually.

Host Name: Enter the host name of the DDNS server.
User name: Enter your user name or e-mail used to connect to the DDNS
Password: Enter your password used to connect to the DDNS server.

Verify Password

Enter your password again to connect to the DDNS server.

Timeout:

Enter the DNS Timeout values for registering the IP address.

Status:

Indicate the connection status, automatically determined by the system.
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L] Change the Network Setting — HTTPS.

The “Network” page has, on its upper left, the “HTTPS” icon. Please follow the steps below to change the
HTTPS setting through the network as necessary.

1. Click on the HTTPS button on the upper left menu to enter the “HTTPS Setting” page.

Network Application Storage Status

HTTPS

[] Enable secure HTTPS cannection

Dynamic DNS Create cerificate settings

HTTPS @ Create self signed certificate autamatically
Access List O Create salfsigned certificate manually
ogout O Create certificate request and install

Create ceﬂlﬁcate‘

Status Mo installed

<

2. Mark the “Enable HTTPS secure connection” to activate the function.

3. Click to select the “Create certificate method” from “Create self-signed certificate automatically”,
“Create self-signed certificate manually” and “Create certificate request and install”.

4. Click “Create” to save the create certificate settings.

5. The Certification Information will show below.

6. Click “CSR Property” to see the Certificate Signing Request information.

7.  Click “Certificate Property” to see the Certificate information.

8. Click “Remove” to remove the created certificate.

9. Click on the Submit button to submit the new setting.

NOTE: The certificate cannot be removed while the HTTPS is still enabled. To remove the

certificate you must first uncheck Enable HTTPS secure connection.
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Methods of creating and installing the certificate:

1. Create self-signed certificate automatically

Before using HTTPS for communication with the IP camera, a Create self-signed certificate

automatically:

()
@
®
(©)
®)

Enable HTTPS secure connection.

Select the “Create self-signed certificate automatically” option.

Click the Create button.

The new Certification Information will show in the third column on the HTTPS setting page.

Click Home to return to the main page. Change the address from “http://” to “https://“ in the address
bar and press Enter on your keyboard. Some Security Alert dialogs will pop up. Click OK or Yes to

enable HTTPS.

2. Create self-signed certificate manually

(@)
@
(©)
(©)

Enable HTTPS secure connection.
Click “Create self-signed certificate manually” to open the Create certificate column.
Click the Create button.

The new Certification Information will show in the third column on the HTTPS setting page.

3. Create certificate request and install

(@)
@
(©)
(©)

®)
(6)

@)

Enable HTTPS secure connection.

Click “Create self-signed certificate automatically” to open the Create certificate column.

Click the Create button.

If you see an Information bar, click OK and click on the Information bar at the top of the page to
allow pop-ups.

The pop-up windows will show a certificate request.

Look for a trusted certificate authority that issues digital certificates. Enroll the IP camera. Wait for
the certificate authority to issue a SSL certificate; click “Browse...” to search for the issued
certificate, then click “Upload” on the Create certificate column.

The new Certification Information will show in the third column on the HTTPS setting page.

46



L] Change the Network Setting —Access List.

The “Network” page has, on its upper left, the “Access List” icon. Please follow the steps below to change
the Access List setting through the network as necessary.

1. Click on the Access List button on the upper left menu to enter the “Access List” page.

Network Application Storage Status

ACCESS LIST

Start IP address | |
p—

End IP address |
Delete allow list E!
Access List .
m Start IP address | |
End IP address |_7|
Delete deny list [ \:i

L

2. Fillin the “Start IP address”, “End IP address” and “Delete allow list” details of the “Allow List”. Press
the “Add” button to add or press “Delete” to erase it.

3. Fillin the “Start IP address”, “End IP address” and “Delete deny list” details of the “Deny List". Press
the “Add” button to add or press “Delete” to erase it.

4. Click on the Submit button to submit the new setting.

Description of function keys:

Allow List:

Start IP Address The starting IP Address of the devices (such as a computer) which have
permission to access the video of the camera.

End IP Address The ending IP Address of the devices (such as a computer) which have
permission to access the video of the camera.

Delete Allow List Remove the customized setting from the Permission List.
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Deny List:

Start IP Address The starting IP Address of the devices (such as a computer) which don’t

have permission to access the video of the camera.

End IP Address The ending IP Address of the devices (such as a computer) which don’t

have permission to access the video of the camera.

Delete Deny List Remove the customized setting from the Permission List.

NOTE: If there are any conflicts between the range of the Allow List and the range of the Deny
List, the Access List within the range of the Deny List has the higher priority over the
range of the Allow List.

For example, the range of the Allow List is set from 1.1.1.0 to 192.255.255.255 and the
range of the Deny List is set from 1.1.1.0 to 170.255.255.255. Only users with IPs located

between 171.0.0.0 and 192.255.255.255 can access the IP camera.
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5.1.3.4 Change the System Setting

Please follow the steps below to change the date and time of the system setting through the network as

necessary.

L] Set the Time and Date of the system

1. Click on the System button to enter the “Time And Date” page (default). From this section, you may

automatically or manually configure, update and maintain the internal system clock for your camera.

Image Application Storage Status

Time and Date TIME AND DATE

Time Format [ YYYY/MM/DD v |
[ Enable Daylight Saving
Auto Daylight Saving
Set date and time manually
Offzet z

aintenance

pgrade Firmware

ogout

Maonth Week Day of week Hour  Minutes
Start time y l |

End tirne

] Synchronize with NTP Server
NTP Server ‘ oal.r |

[ Set date and time manually

Year | 20 Manth Day

Hour Minute : Second

-

2. To set the Time Configuration, please select your time zone from the drop-down menu. Select this to
enable the daylight saving time. Then Select "Auto Daylight Saving” or “Set date and time manually”.

3. To set the Automatic Time Configuration, please checkmark “Synchronize with NTP Server” and
enter the address of the NTP Server.

4. To set the Date and Time Manually, please checkmark “Set date and time manually”. Press “Copy
Your Computer’s Time Settings” as necessary to synchronize the time information from your PC or
just manually set the date and time from the drop-down lists.

5. Click on the Submit button to submit the new Date and Time settings.
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Description of function keys:

Time Zone:

Select your time zone from the drop-down menu.

Enable Daylight Saving:

Select this to enable the daylight saving time.

Auto Daylight Saving:

Select this option so that your camera will configure the

Daylight Saving setting automatically.

Set date and time manually:

Select this option so that you may configure the Daylight

Saving date and time manually.

Offset:

Sets the amount of time to be added or removed when

Daylight Saving is enabled.

Synchronize with NTP server:

Enable this feature to obtain time configuration

automatically from the NTP server.

NTP Server:

The Network Time Protocol (NTP) synchronizes the device
with an Internet time server. Choose the one that is closest

to your location.

Set the date and time manually:

This option allows you to set the time and date manually.

Copy Your Computer’s Time Settings:

This will synchronize the time information from your PC.
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L] Change the System Setting — Digital Input &Output.

You may enable the Digital Input (D/I) and Digital Output (D/O) feature and configure the source of
events for your camera.

1. Click on the DI and DO button on the left side of the “System” page to enter the “DI and DO” page.

Image Network Application Storage Status
DI AND DO
Dl and DO

Digital Input 1: The active state is |_N o :I the current state detected s Close

i : i
Digital Output 1: The active state is |N.0. ¥ |

LED ®on  Ooff

pgrade Firmware

ogout

9

2. Select the active state of the Digital Input 1 from the drop-down list.
3. Select the active state of the Digital Output 1 from the drop-down list.
4. Click to set the LED “On” or “Off'.

5. Click on the Submit button to submit the new user’s setting.

Description of function keys:

Digital Input: Select “N.O.” or “N.C.” as the active state of the Digital Input, in order to

use the GPIO connector function.

Digital Output: Select “N.O.” or “N.C.” as the active state of the Digital Output, in order to

use the GPIO connector function.

LED Select “ON” or “OFF” to use the item, which indicates a camera’s status.
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L] Change the System Setting — ICR.

Please follow the steps below to change the IR cut function through the network as necessary.

1. Click on the ICR button on the left side of the “System” page to enter the “ICR” page.

Image Network Status

ime and Date ICR
DI and DO

IR _ Cut Removable filters triggering condition:

® Automatic
O Day mode
O Night made
pgrade Firmware O Schedule mode
ogout Day modei24hr)

From : To

L

2. Forthe “IR-Cut Removable filter trigger condition”, mark your options from “Automatic”, “Day Mode”,
“Night Mode” or “Schedule”. Click your choices to enable.

3. Click on the Submit button to submit the new user’s setting.

Description of function keys:
Automatic The Day/Night mode is set automatically. It is normally set in the Day

mode and changes to the Night mode in a dark place.

Day mode The Day mode disables the IR Cut Filter.

Night mode The Night mode enables the IR Cut Filter.

Schedule mode Set the Day/Night mode using the schedule. Fill in the time so the

Day/Night mode is normally set to Day mode and it enters the Day mode

at the start time and returns to the Night mode at the end time.
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L] Change the System Setting — Users.

You may modify the name and administrator’s password of your camera, as well as add and manage the
user accounts for accessing the camera. You may also use this section to create the unique name and
configure the OSD setting for your camera. Please follow the steps below to change/add the users’
authority through the network as necessary.

1. Click on the Users button on the left side of the “System” page to enter the “Users” page.

Network Application Storage Status

USER

admin:Admin

laintenance Delete User

pgrade Firmware

ogout

User Name 7 |
Passward: L I
Confirm: _ |
Authority O Admin O Operator © Viewer
\
2. Add, modify or delete any user’s data if necessary.
3. Click the Add/ Modify User button to submit the new user’s settings.
4. Click the Home button to return to the home page.
Description of function keys:
User List: The list shows the registered user(s) and the corresponding authority.
Delete: Deletes a selected user.
Name: Enter the user’s name, which will be added or modified.
Password: Enter the new password of the user’s name above.
Confirm: Type in the password again for verification.
Authority: Choose an authority option of the user’s name from: Admin, Operator, and
Viewer.
Add/ Modify User: |Click to submit the new setting to the IP camera.
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L] Change the System Setting — Maintenance.

Please follow the steps below to change the system setting through the network as necessary.

Click on the Maintenance button on the left side of the “Date and Time” page to enter the “Maintenance”

page.

Network

MAINTENANCE

Save To Local Hard Drive Save Canfiguration

Load From Local Hard Drive

e=n

Maimenance

pgrade Firmware Load Configuration
ogout

Restore To Factory Default [ Restore Factory Default ]
Rekont Daice

L
Description of function keys:
Save Configuration: Click on “Save Configuration” to save the configuration files to the local
hard drive.
Load Configuration: Browse and click on the “Load Configuration” to load the configuration

files to the local hard drive.

Restore Factory Defaults: | Click on “Restore Factory Defaults” to restore the factory defaults. You
may browse and load the configuration file. This option will restore the

pre-configured or saved settings

Reboot Device: Click on “Reboot Device” to reboot the device. This option will restart

the camera.
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L] Change the System Setting — Update Firmware.

Please follow the steps below to update the firmware through the network as necessary.

1. Click on the Firmware Upgrade button on the left side of the “Date and Time” page to enter the

“Firmware Upgrade” page.

Network System Application Storage Status

UPGRADE FIRMWARE

Current Firmware Version: 009

Current Praduct Marme: IP camera

File Path: | (erowse..][ Uploa |
Upgrade Firmware

2. Click on the “Browse...” button to select the UPDATE.BIN file which was copied into your

computer.
3. Click on the “Upload” button.

NOTE: DO NOT power off the IP camera while updating firmware.
NOTE: Don’t interrupt the process while the unit is updating itself.
NOTE: Please make sure that the UPDATE.BIN file is appropriate to the model of the unit.

Updating with the wrong UPDATE.BIN file may cause physical damage to the device.

NOTE: The Temporary Internet Files (or cache) folder contains Web page content that is stored
in your hard disk for quick viewing. We suggest deleting the Temporary Internet Files

immediately after updating the firmware. To delete the files in the Temporary Internet

Files folder, follow these steps:
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. Quit Internet Explorer and quit any instances of Windows Explorer.

2. Click Start, click Control Panel, and then double-click Internet Options.

. On the General tab, click Delete Files under Temporary Internet Files.

Select the Delete all offline content check box in the Delete Files dialog box, and then click

" OK.
. Click OK.

56



5.1.3.5 Change the Application Setting
Please follow the steps below to change the application setting through the network as necessary.

L] Change the Application Setting —Language Setting.

Please follow the steps below to change the Language setting via the network as necessary.

1. Click on the Language button on the left side to enter the “Language Setting” page.

Image Network System Application Storage Status
Langisige: LANGUAGE SETUP
otion Detection 2
Language: | English{English) V|

You have an option as to which language to use.

2. Choose your selected language and click "Submit” to set it.
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[ Change the Application Setting —Motion Detection.

Please follow the steps below to enable changes in the motion detection function of the alarm
through the network as necessary.

Set the motion detection:

1. Click on the Motion Detection button on the left side of the Alarm to enter the “Motion
Detection” page.

T»ﬁup |Wizard |

éfp

Image Network System Application Storage Status

andnie MOTION DETECTION

Motion Detection

vent
ogout

[ Enable Videa Mation

Sensitivity

1 100 0~100%

Percentage

E

7

2. Click and drag the mouse across a targeted zone to draw a red rectangle on the image
(coordinates provided below).

NOTE: You can set more than one targeted zone depending on your requirement.
Enables / disables the motion detection function.
Set up the signal level.

Click on the Submit button to submit the new setting of the recording.

Description of function keys:

Sensitivity: The sensitivity bar allows you to specify how much movement is required to
trigger the motion detection.

Percentage: Adjusting the percentage allows you to set a requirement on how much of the
motion window must be filled by movement. Example: If you set this to 50%,
then the selected window must be half filled by a moving object before it
triggers motion detection.
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[ Change the Application Setting —Event.

In this section, you can configure and schedule the recording setting for your IP camera.
Click on “Add"” to enter the setting pages of the Server, Media, Event and Recording to make the

advanced settings. Or click on “Delete” to erase the settings.

Image Network System Application Storage Status

EVENT SETUP
otion Detection

— Name Type AddressiLocation

ECTI (s (o

Name Type

) | (o)

Name Status Sun Mon Tue Wed Thu Fri Sat Time Trigger

()| Dot

Name Status Sun Mon Tue Wed Thu Fri Sat Time Source Destination

[pa] [ ) el

The Event Setup page includes 4 different sections: Server, Media, Event and Recording.

1. To add a new item - "event, server or media," click Add.

2. To delete the selected item from the pull-down menu of event, server or media, click
Delete.

3. Click on the item name to enter the window for modifying.

NOTE: You can add up to five servers, five media fields, three event schedules, and two

recording schedules.
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Server:

Click on the Add button in the Server column to enter the “Server” setting page.

Image Network System Application Storage Status
SIS SERVER
jotion Detection
Event

@ Email

Sender email address

Server address

\ |

Recipient email address | |
| |
|

User name |

Fassword J

o = |

] This server requires a secure connection (StartTLS)
O FTP

Server address ‘

Pt 2

User name \—!

Pagsword ‘ [

Remote folder name ‘ |

[ Passive made
O Netwark storage

Metwork storage location \ |
(for exarnple:¥my_nasidiskfolder)
Warkgroup | |

User name | |
Pagsword | |

Frimary YWINS server

O 50 Card

1. Enter the Server name, the unique name for a server. There are four kinds of servers
supported. They are email server, FTP server, HTTP server and network storage.

2. Set the details of the Email. "Sender email address": The email address of the sender.
"Recipient email address": The email address of the recipient.

3.  Set the details of the FTP. "Remote folder name": An authorized folder on the external
FTP server. The string must conform to that of the external FTP server. Some FTP servers
cannot accept a preceding slash symbol before the path without virtual path mapping. Refer

to the instructions for the external FTP server for details. The folder privilege must be open
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Server settings:

M

@
®)

for uploading. "Passive Mode": Check it to enable the passive mode in transmission.

Set the details of the Network storage. Only one network storage is supported. "Network

storage location": The path to upload the media. "Workgroup": The workgroup for

network storage.

Click on the SD card to activate the function. Use the SD card for recording media.

Click on “Submit” to save or click on “Don’t Submit” to go back to the Event main page.

Click Add under the Sever column on Event Settings page to open the Server setting

page. On this page, you can specify where the notification has been sent when a trigger is

activated. A total of 5 server settings can be configured.

NOTE: The maximum server settings amount is five, however, you can set the

Network storage or the SD card for only one.

Enter the Server Name for the server setting.

Select the Server Type. There are four choices of server types available: Email, FTP,

Network storage and SD card. Select one of the server types.

Email: Select to send the media files via the email when a trigger is activated.

(@)
(b)
©
©)
Q)
®

@

(h

Sender email address: Enter the email address of the sender.

Recipient email address: Enter the email address of the recipient.

Server address: Enter the domain or IP address of the email server.

User name: Enter the user name of the email account if necessary.
Password: Enter the password of the email account if necessary.

Port: The default email server port is 25. You can also manually set another
port.

To verify if the email setting is correctly configured, click the Test button. The
result will be shown in above this setting page (TEST OK or TEST ERROR).
If successful, you will receive an email indicating the result.

Click Submit to activate the setting.
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FTP: Select to send the media files to an FTP server when a trigger is activated.

(@
(b)

©

(d)
()

®

)

(h)

Server address: Enter the domain or IP address of the FTP server.

Port: The default FTP server port is 21. It can also be assigned to another
port number.

User name: Enter the login name of the FTP account.

Password: Enter the password of the FTP account.

Remote folder name: Enter the folder where the media file will be placed. If
the folder name does not exit, the IP camera will create one on the FTP
server.

Passive mode: Most firewalls do not accept new connections initiated from
external requests. If the FTP server supports passive mode, select this
option to enable passive mode FTP and allow data transmission to pass
through the firewall.

To verify if the FTP setting is correctly configured, click the Test button. The
result will be shown in above this setting page (TEST OK or TEST ERROR).

Click Submit to activate the setting.

Network storage: Select to send the media files to a network storage location

when a trigger is activated. Please fill in the information for your server.

@

(b)
©
(@
©)
®

@

Network storage location: Enter the network storage path (\\ server name or
IP address\ folder name).

Workgroup: Enter the workgroup name for the network storage server.
User name: Enter the user name for the server.

Password: Enter the password for the server.

Primary WINS server:

To verify if the storage setting is correctly configured, click the Test button.
The result will be shown in above this setting page (TEST OK or TEST
ERROR).

Click Submit to activate the setting.
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SD card: Select to send the media files to an SD card when a trigger is activated.

(@) Insert your SD card first.

(b)  To verify if the storage setting is correctly configured, click the Test button.
The result will be shown in above this setting page (TEST OK or TEST
ERROR).

(c) Click Submit to activate the setting.

(4)  When completed, click Submit to enable the settings to exit this page. The new server

settings will appear on the Event Settings page.

NOTE: To remove a server setting from the list (Application> Event>), select a server
name from the drop-down list and click Delete.
Note that only when the server setting is not being applied to an event setting
(Application> Event> Event> The “Action” option) can it be deleted or the camera

won’'t take any action when a trigger is activated.

63



Media:

Click on the Add button in the Media column to enter the “Media” setting page.

Image Network System Application Storage Status
anglinge MEDIA
jotion Detection
Event T
m Media name: |
® Snapshot )
Source: | Profile 1 |
Send |1 | pre-event image(s) [0~4]
Send 1 J_post—evem imagels) [0~7]
File Mame Prefix: i ‘
[] Add date and time suffix ta fila name
O Widen Clip )
Source: | Profle 1 ¥
Pre-event recarding | ‘ seconds [0~4]
Maxirmum duration: | secands [1~100]
Maximum file size: | Khytes[100~3000]
File Mame Prefix: | ‘
O System log
Dont Submit

1. Enter the Media name, the unique name for media. There are three kinds of media:
snapshot, video clip and system log.

2. Set the details of the Snapshot.
"Source": Select the video source.
"Send Pre-event images": The number of pre-event images.
"Send Post-event images": The number of post-event images.
"File name prefix": The prefix name will be added on the file name of the snapshot images.
"Add date and time suffix to file name": Check it to add timing information as file name
suffix.

3.  Set the details of the Video Clip.
"Source": Select the video source.
"Pre-event recording": The interval of pre-event recording in seconds. There are two

limitations for video clip file.
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Media settings:

M

@
®)

"Maximum duration": The maximum recording file duration in seconds.

"Maximum file size": The maximum file size would be generated.

Click on the System log to activate the function.

Click on “Submit” to save, or click on “Don’t Submit” to go back to the Event main page.

Click Add under the Media column on Event Settings page to open the Media setting

page. On this page, you can specify the type of media that will be sent when a trigger is

activated. A total of 5 media settings can be configured.

Enter the Media Name for the media setting.

Select the Media Type. There are three choices of media types available: Snapshot,

Video Clip and System log. Select one of the media types.

Snapshot: Select to send snapshots when a trigger is activated.

(@)
(b)

©

©)

Source: Select to take snapshots from the video profile.

Send pre-event image(s) [0~4]: The IP camera has a buffer area; it

temporarily holds data up to a certain limit. Enter a number to decide how

many images to capture before a trigger is activated. Up to 4 images can be
generated.

Send post-event image(s) [0~7]: Enter a number to decide how many

images to capture after a trigger is activated. Up to 7 images can be

generated.

NOTE: For example, if both the Send pre-event images and Send
post-event images are set to 4, a total of 8 images are
generated after a trigger is activated.

File Name Prefix: Enter the text that will be appended to the front of the file

name.

For example, the file name will be in this form:

65



()

®

Video

(@)
(b)

(d)
(e)

®

Snap_20090101_122030

The prefix file name
Date and time suffix
The format is: YYYYMMDD_HHMMSS
Add date and time sulffix to file name: Select the option to add the date/ time
suffix to the file name.

Click Submit to activate the setting.

Clip: Select to send video clips when a trigger is activated.

Source: Select to record video clips from the video profile.

Pre-event recording: The IP camera has a buffer area; it temporarily holds

data up to a certain limit. Enter a number to decide the duration of recording

before a trigger is activated. Up to 4 seconds can be set.

Maximum duration: Specify the maximum recording duration in seconds. Up

to 100 seconds can be set.

NOTE: For example, if pre-event recording is set to 4 seconds and the
maximum duration is set to 10 seconds, the IP camera
continues to record for another 5 seconds after a trigger is

activated.

lsec. 2sec. 3sec. 4sec. 6sec. 7sec. 8sec. 9sec. 10sec.

Pre-event Recording —I T |— Continues to record

Trigger Activation

Maximum recording duration

Maximum file size: Specify the maximum file size allowed.

File Name Prefix: Enter the text that will be appended to the front of the file
name.

Click Submit to activate the setting.
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System log: Select to send a system log when a trigger is activated. Click Submit

to activate the setting.

(4)  When completed, click Submit to enable the settings to exit this page. The new media

settings will appear on the Event Settings page.

NOTE: To remove a media setting from the list (Application> Event>), select a media
name from the drop-down list and click Delete.
Note that only when the media setting is not being applied to an event setting
(Application> Event> Event> The “ Attached media” item) can it be deleted or you

can’'t get the images/ logs when atrigger is activated.
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Event:

Click on the Add button in the Event column to enter the “Event” setting page.

Image Network System Application Storage Status
anuusue EVENT
jotion Detection

Event T
m Event name: |
[ Enable this

5 event

Priarity: | normal v |

Delay for |10 _! seconds before detecting next event [For motion detection and digital input]

® Wideo mation detection
O Periodic
Trigger every 51_‘ minutes
O Digital input
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Time
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© From [ To -
[ Trigger DvO for |Uﬁ | seconds

1. Enter the Event name. Checkmark the “Enable this event” box and activate the function.
Then set the Priority and the Source from the drop-down list.
"Priority": The event with higher priority will be executed first.

2.  Select the event trigger mode.
"Video motion detection": Select the windows which need to be monitored.
"Periodic": The event is triggered in specified intervals. The unit of trigger interval is a
minute.
"Digital input": The event is triggered when the DI status is changed by an external device.
"System boot": The event is triggered when the system boots up.

3.  Set the recording schedule time.

4.  Set the Trigger D/O of activating the action. Check it to trigger digital output for specific

seconds when an event is triggered.
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5.

Click on “Submit” to save or click on “Don’t Submit” to go back to the Event main page.

Event settings:

M

@)

®)

4)

®)

(6)

Click Add under the Event column on Event Settings page to open the Event setting page.
On this page, you can arrange three parts —Trigger, Event Schedule, and Action to set an
event. A total of 3 event settings can be configured.

Enter the Event Name for the event setting.

Select “Enable this event” option to enable the event setting.

Set the event priority from: “normal”, “high” and “highest”. Events with a higher priority will
be executed first.

Enter the duration in seconds to pause motion detection after a motion is detected (for the
trigger types - motion detection and digital input — use only).

An event is an action initiated by a user-defined trigger source; it is the causal
arrangement of the following three parts: Trigger, Event Schedule, and Action. Set the
event details of each part.

Trigger: This option defines when to trigger the IP camera. The trigger source can

be configured to use the IP camera’s built-in motion detection mechanism, periodic,

external digital input devices or system boot. There are several choices of trigger
sources as shown below.

(@) Video motion detection: This option makes use of the built-in motion
detection mechanism as a trigger source. To enable this function, you need
to configure a motion detection windows first.

NOTE: For example, when the event status is on, once an event is triggered
by motion detection, the IP Camera will automatically send
snapshots, video clips or System log via the server type as your
settings.

(b) Periodic: This option allows the IP camera to trigger periodically for every

other defined minute(s). UP to 99999 minutes.

(c) Digital input: This option allows the IP camera to use an external digital input
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device or sensor as a trigger source. Depending on your application, there
are many choices of digital input devices on the market which helps to
detect changes in temperature, vibration, sound, and light, etc.

(d)  System boot: This option triggers the IP camera when the power to the IP

camera is disconnected.

Event Schedule: Specify the period for the event.
(a)  Select the days of the week.

(b)  Set the recording schedule in the 24-hour time format.

Action: Define the actions to be performed by the IP camera when a trigger is

activated.

(@)  Trigger D/O for ~ seconds: Select this option to turn on the external digital
output device when a trigger is activated. Specify the length of the trigger
interval in the text box.

(b) If you want to set an event with recorded video or snapshots, it is necessary
to configure the server and media settings first so that the IP camera will
know what action to take (such as which server to send the media files to)
when a trigger is activated.

Checkmark the one of the Server Names which you have set already, then

select the Attached media (the media nhame) from the drop-down list.

(7)  When completed, click Submit to enable the settings to exit this page. The new event

settings will appear on the Event Settings page.

NOTE: The new event settings / server settings / media settings will appear in the event

drop-down list on the “Application> Event>" page.
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Recording:

Click on the Add button in the Recording column to enter the “Recording” setting page.

Image Network System Application Storage Status
SNguage RECORDING
iotion Detection

Event

m Recording entry name:!_ |

[] Enable this recarding

Sun Wan & Tue [#] Wed [¥] Thu Fri Sat

Time
® Always
O From [ 10 ¥} To | 23
Pyo— |
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[kbytes [200~5000]
File Marne Prefix: ‘ |

Size of each file for recordin

1. Enter the Recording entry name. Checkmark the “Enable this recording” box and activate
the function. Enable this option if you want to upload the recording to a shared folder in the
network. Then set the Priority and the Source from the drop-down list.

2. Set the recording schedule time. Select the day(s) according to when you want the camera
to make a video clip.

3. Set the details of the recorded file.

"Always": This enables the camera to make video clips continuously.
"From": The time range specified for the video clip.

4.  Click on “Submit” to save or click on “Don’t Submit” to go back to the Event main page.
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Record settings:

Q) Click Add under the Record column on Event Settings page to open the Record setting
page. In this page, you can define the recording source, recording schedule and
recording capacity. A total of 2 recording settings can be configured.

(2)  Enter the Record entry name for the event setting.

(3)  Select “Enable this recording” option to enable the recording setting.

(4)  Select the recording priority from: “normal”, “high” and “highest”. Recording with a higher
priority will be executed first.

(5)  Select the recording source from the drop-down list (profiles).

(6)  Specify the recording schedule and the recording settings.

Recording Schedule:
(a)  Select the days of the week.

(b) Set the recording schedule in the 24-hour time format.

Recording Settings:

(a) Destination: You can select the SD card or SAMBA (Network storage) that
was set up for the recorded video files.

(b)  Total cycling recording size: When the maximum capacity is reached the
value you set, the oldest file will be overwritten by the latest one. The
reserved amount is reserved for cyclic recording to prevent malfunction.
The limited value is 1000~200000000 Kbytes.

(c) Size of each file for recording: Set the maximum file size of each recording
video files.

(d) File Name Prefix: Enter the text that will be appended to the front of the file

name.

(7)  When completed, click Submit to enable the settings to exit this page. The new media

settings will appear on the Event Settings page.
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5.1.3.6 Change the Storage Setting
Please follow the steps below to change the SD card setting through the network as necessary.

[ Change the SD card Setting.

Please follow the steps below to change the setting via the network as necessary.

1. Click on the “storage” button at the top of the Setup page to enter the “SD Card” screen.

Image Network System Application Storage Status
SD Card SD CARD
SO Card: / 5D Status : Ready
Files per Page |1U V! Refresh |1 V!of1
[ Delete File Number of files Size
[F] Wideo 0
(] Picture n
Total: 7995124KE, Used: 12KE,
fiormatED tard Free:7996112KE
A 7

2. The SD Card page contains two image modes, the Video and the Picture.
3. Click “Video” or “Picture” to enter its sub year-month folder.

4. Click to enter its sub date folder.

5. Click the desired file to display the images therein.

6. Each file can be deleted by checking and pressing the OK button.
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5.1.3.7 Status

[ The device information.

This page displays all the information about your device and network connection.

Click on the “Device info” button of the Status page to enter the “Device info” screen.

Image Network System Application Storage Status

Device Info DEVICE INFO

og

ogout WModel Name IP camera
Camera Mame IP camera
Time & Date Sun Jan 3 20:17:459 2010
Firmware Version  0.09
HTML “Yersion 3.012
Activex Yersion 20026
MAC Address 00:0C:0C:01:E5:17
IP Address 192.1658.0.168
IP Subnet Mask 255.255.252.0
Default Gateway 0.o0oo
Primary DMS 192.168.1.11
PPPoE Disable
DDNS Disable
AES Disable
T Output Mode MTSC

<
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The device information.

This page displays the log information of your camera.

1.

2.

Image Network System Application Storage Status

ST SYSTENM LOG

Log

. 2010-01-03 20:17:41 admin LOGIM Ol FROM 192.163.2.167
2010-01-03 20:07:32 admin LOGIN OK FROM 192 168.2.167
. 2010-01-03 19:51:44 admin LOGIN OK FROM 192.165.2.167
. 2010-01-03 19:25:11 admin LOGIN O FROM 192.165.2.167
. 2010-01-03 19:08:51 admin LOGIN OK FROM 192.165.2.167
. 2010-01-03 18:44:22 admin LOGIN Ok FROM 192.165.2.167
2010-01-03 18:32:07 admin LOGIM OK FROM 192.168.2.167
2010-01-03 18:26:45 admin LOGIN OK FROM 192.165.2.167
2010-01-03 18:11:45 admin LOGIN OK FROM 192.1658.2.167
2010-01-01 02:27:03 admin LOGIM OK FROM 1592 168.2.167
2010-01-01 01:13:17 admin LOGIM OK FROM 1892 168.2.167
2010-01-01 01:06:18 admin LOGIM OK FROM 192 168.2.167
2010-01-01 00:42:24 adrmin LOGIN OK FROM 192 168.2.167
2010-01-01 00:41:38 adrin LOGIN OK FROM 192 168.2.167
2010-01-07 00:36:17 admin FROM 152.168.2.167 CHAMGE TITLE IP camera
2010-01-01 00:30:11 admin LOGIM OK FROM 182 168.2.167
2010-01-01 00:21:0% admin LOGIM OK FROM 192 168.2.167
2010-01-01 00:19:33 admin LOGIM OK FROM 1592 168.0.1583
2010-01-01 00:00:47 SOMEONE TURN ON DIP2 SWITCH
2010-01-01 00:00:07 SYSTEM BOOTING

00~ 0N s ) —

[ e o e e AL e e
O Wom~mMmE Wk =0

I First Page ] { Previous 20 ] [ MNext 20

Click on the “Device info” button of the Status page to enter the “Device info” screen.
Click on the “Clear “ to erase all of the logs. You may also download the information by

clicking “Download”.
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5.1.3.8 PPPoE & DDNS

Using the PPPoE

1.

2.

Install the XDSL software (obtained from your ISP dealer) in your PC.

Search your IP camera's IP address: you can connect the IP camera and the Video monitor.
The monitor screen will show the IP address on its right side.

Turn off the DHCP function (of the IP camera) if it is “ON".

Installing an IP address in your PC or notebook.

Desktop — Move the mouse focus to the Network neighborhood and click the right key of the
mouse — Choose the properties — Choose your local connection — Choose the properties
and select the configuration — Select the TCP / IP — Choose the properties — Enter the IP
address in a four-part formula, for example “192. 168. 1.101" (the first three parts must be
identical to the above numbers, only the last part can be changed to your own number, which
must never exceed 255) — Click on the mask and the mask input, namely “255. 255. 255. 0”
(a fixed formula) — Click “OK” — Click “OK”.

Desktop — Choose |IE browser — Enter the IP camera IP address in the URL (check step #

2 above) — Enter — IP camera images will appear.

PPPoE Settings

1.

Enter the IP camera home page — Choose the network — Enter “User Name: admin” and
“Password: 9999” — Click “OK’.

Choose PPPoE — PPPoE mode: Select “ON” — Enter “Account” — Enter “Password” —
Submit — Unplug the power connection.

Plug in the IP camera and it will receive an IP address from the ISP dealer (this IP address

is dynamic --- every time you unplug and plug in again you'll get a new IP address).

Test: Go to the Internet.

1.

Set your PC to enter the Internet.
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2. Desktop — IE browser — Enter the IP camera IP address (the same address as in the

PPPOE settings and step 3 above) — You can see the IP camera images.

DDNS settings

1. Check your IP camera’s IP address (monitor) — open your |E browser — Use the address
to connect to the IP camera or view the images — Choose the network — Enter “User
name : admin” and “Password : 9999” — Click “OK” .

2. Choose the “DDNS” — Click “Enable DDNS” — Enter the “DDNS host name”, for example
“abc123. homeip.net” — Enter “DDNS Account”, for example “abc123” — Enter the “DNS
Password”, for example “7777” — Submit — The settings are now complete — Close the IE
browser.

3. Open the IE browser again — Enter the Website address you just applied for, such as
“abc123.homeip.net” — You can look at your IP camera images right away. The procedure

is complete.

NOTE: These settings are only for your ADSL Dynamic IP configuration. If your

configuration is fixed (true IP), you don’t need to proceed with the PPPoE and

DDNS settings. The DDNS is just for your convenience.
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6. ADVANCED OPERATION

Question 1

How do | view the live images of the IP camera via the Microsoft Internet Explorer on the|
I

Desktop PCs or the laptop computers in a situation where there are no monitors or i
|
i

teIeV|S|on’)

{To get the IP address of the IP camera without a monitor, use one of the following two methods
to get the IP address: UPnP and USB function.
UPNP: Please refer to APPENDIX 1.
IP function: Please refer to 2.6 The USB function.

Questlon 2

1. Follow the default settings to set up the related settings, and connect the hardware.

2. Activate the Web browser and key in the camera URL.

3. SETUP->Network button.

4. Select “Enable UPnP presentation”.

5. Select “Enable UPnP port forwarding”; make the “Forwarding Port” setting.

NOTE:

1. Perform the step 4 above; turn on the PC’s “My Web Neighbors” and confirm if the camera
can be found, and click to go online to the camera’s first page.

2. Perform the step 5 above; make the Route UPnP port forwarding setting.

3. Your PC can connect to the camera webpage via the router.
By working with the router, the IP cameras can operate the port mapping (the port
forwarding) function. For example, if the router configures a particular port, say port “8080",
to your IP camera, you can input the IP address as http://xxx.xxx.xxx.xxx:8080 on the URL
entry box of the web browser to access the IP camera’s web setting page.

Question 3:

1. Plug the power cable into the IP camera power connector.

2. Plug the network cable into the IP camera Ethernet terminal.

3. Confirm the web-connection status; the connection between the PC & HUB and between
the IP camera & HUB is now activated.

4. Confirm that the IP addresses of the PC and the IP camera are in the same sub-net.

5. Activate the Web browser and key in the IP camera’s URL.

6. Switch to the front-page of Live; click Profiles 1, 2 & 3.

Questlon 4.
How do | set up the motion detection area and its sensitivity?

{Set up the motion detection

1. Activate the Web browser and key in the camera IP Address.
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2. SETUP-> Application button ->Motion Detection button.

3. Select “Enable Video Motion”.

4. Set up the target zone you want and setup the Sensitivity and Percentage.

5. Click the Submit button to submit the setting.

6. When any person or object moves within the target zone under a setting, the Motion

Detection will display the response signal in the Live Video and Video Out.

Question 5:
How do | use the DynDNS to connect the IP camera by using its Sub Hostname via the
intranet?

&Set the DDNS function

1. Click on the Network button in the home page.

2. Click on the Dynamic DNS button on the left side of the page to enter the “Dynamic DNS”
page.

3. Tick on the “Enable DDNS” to activate it.

4. Enter the DDNS Host Name, DDNS Account and DDNS Password which you created in the
www.dyndns.com website.

5. Click on the Submit button to submit the setting.

NOTE: Please refer to the APPENDIX 2 for more details.

{Set the PPPOE function
1. Click on the Network button in the home page.
2. Click on the PPPoE button on the left side of the page to enter the “PPPoE” page.
3. Choose “Enable” to activate the function.
4. Enter the Account and the Password which are provided from your ISP.
5. Click on the Submit button to submit the setting.
NOTE: Please refer to section 5.1.3.8 for more details.

OUse the Sub Hostname to view the IP camera
1. Click on the URL block at the top of the PC screen.
2. Enter the DDNS Host Name of the IP camera into the URL block and press the “Enter”
button to enter the login page.
3. Enter the user name and fill in the password.
4. Click on the “OK” button and enter the home page of the IP camera.

Question 6:
[ How do | add or modify the users and their authority to use the IP camera? ]

OEntering the setting page
1. Click the System button in the Setup page.
2. Click the User button on the left side of the page to enter the “USER” page.
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$Add anew user
1. Please enter the user name, the password, the confirmed password and choose the
authority.
There are three different levels of authorities, namely Admin, Operator and Viewer.
Admin: The user who accesses with the admin name and password has the full rights to
change the settings of the IP camera.
Operator: The suggested choice for normal use.
Viewer: The user who accesses with just the viewer name and password has only limited
rights to view.
2. Click the Add/Modify User button to submit the new user’s setting.
OModify the user
1. Click the user name you want to modify on the USER LIST.
2. Enter the password, the confirmed password and choose the authority.
3. Click the Add/Modify User button to submit the new setting.
ODelete a user
1. Click the user name you want to delete on the USER LIST.
2. Click the Delete User button.

Question 7:
[ How to create the self-signed certificate manually? ]

1. Accurately connect all the devices.

2. Activate the Web browser and key in the device’s IP Address.

3. Setup—~>Network button >HTTPS button

4. Select “Enable secure HTTPS connection”.

5. Create certificate settings—> Create self-signed certificate manually->Create.

6. Fill in the relevant data in the text boxes of the items titled Country, State or province, Locality,
Organization, Organization Unit, Common Name & Validity; click “Create”.

Question 8:
[ How to download the log list? ]

1. Click Set up~> Status ->Log.

2. The normal display will show the log list page.

3. Click First Page, Previous 20 or Next 20 to examine the recording list.
4. Click Download; select the storing path; and download the recording list.
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7. SPECIFICATIONS

Image sensor

1/3” Sony IMX035 CMOS sensor

Lens

3.3~12mm vari-focal board type

Minimum illumination

Color: 0.2 Lux @ F1.4

Camera B/W: 0.01 Lux
IR cut filer Yes
Day & Night Auto / Day / Night / Schedule.
WDR Yes
Video Compression H.264 /| MPEG4 /| MJPEG.
Resolution 1280x1024 (SXGA), 1280x720 (HD 720), 640x480 (VGA),
320x240(QVGA), 160x120(QQVGA)
- Simultaneous H.264, MPEG4 and MJPEG.
Video streaming - Multi-profile: resolution / compression / frame rate / video
quality.
Profiles 3
Image - Adjustable image size, quality, and bit rate.
- Day / Night mode.
Image settings - Flip & Mirror.
-AGC, AWB, AES.
- Time stamp and text caption overlay.
- Privacy masks.
Video management SDK, including HTTP-API / ActiveX / ONVIF.
software
Audio streaming Two-way.
Audio Compression G.711u / G.726.
Audio bit rate G.711u 64kbps / G.726 32kbps.
Inputs / outputs: 1 x input / 1 x output (3.5mm earphone jack).
. Multi-level password protections, IP address filtering, HTTPS
Security )
encryption, User access log.
Network | Protocols IPv4, HTTPS, HTTP, TCP, UDP, RTP/RTCP/RTSP, DHCP, NTP,
FTP, SMTP, UPnP, ICMP, ARP, DDNS, PPPoE, SAMBA
Users Access by 10 simultaneous users.
Firmware update SD card / HTTP.
Recording SD card
Pre-alarm recording Yes.
Advanced motion 512 zones. Sensitivity: 0 - 100 %.
Motion Detection
Alarm Schedule
Trigger Alarm input
Ethernet loss
Network/Remote digital alarm input
Notification SD card recording, SMTP, FTP, HTTP, alarm output.
Connectors | RJ-45 10 BASE - T/ 100 BASE -TX.
The IP bullet camera:
Digital 1/ O Push-in: 2 x digital input / 2 x digital output / 1 X DC output ( 12V

DC) /1 x ground

Earphone jack

1x3.5mm (1xAudioin[mic.in/linein], 1 x Audio out [ line
output ]).
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Iris DC IRIS.

Reset Reset for factory default.
Local storage device SD / SDHC card slot.
LED indicators Power / Network / SD card.

- 12V DC ( DC power jack ).
- 24V AC ( 2 pin terminal block ).

Power - 802.3af compliant Power over Ethernet ( IEEE 802.3af. Class
3).
Processors TMS320DM365.
0S Linux 2.6 kernel.
General Operating conditions Outdoor camera: -40°C to 50°C (-40°F to 122°F).
Approval CE, FCC, RoHS.
Dimensions / Package|The IP bullet camera:
Weights 97 x 236 mm. (W x L) /1.9 kg

- Installation Guide.

- CD x 1 (includes User's Manual ).

Accessories included (- Power adapter: (Input: 100-240 VAC, 50 / 60 Hz, Output:
12VDC, 1A).

- RJ-45 cable x 1

* Design and specifications are subject to change without notice.
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8. Functions of client PC

System requirement Windows XP

Browser IE 6.x

Live Monitor Max. 16 Split, Real Time REC/ Capture/ Audio/ Live Event/ Full Screen
Playback Viewer Playback, Time / live event Search / Export (JPEG / AVI)

Settings Device/ System/ Camera management/ web page

Client PCs One camera can supports 10 simultaneous client PCs.
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APPENDIX 1. —How to run IP Camera UPnP

The most troublesome issue when you setup an IP Camera® is that you have no idea what the IP
address of this device is. Now IP Camera® supports the UPnP (Universal Plug and Play) protocol
which makes it easier for you to examine it; however, it is a pity that Microsoft Windows XP®

doesn't start this service by default. Therefore, the following procedures will help you to turn it on

®
and discover your IP Camera step by step as shown in Figurel below.

( START D
‘ CHECK TP CLASS ‘

l

P YES
=T SAME CLASS e

[

‘ SET IP ADDRESS ‘

I

\ INSTALL UPNP PACKET S |

!

\ TURN ON SERVICES |

I

‘ RESTART SYSTEM ‘

!

‘ CHECK MY NETWORK PLACES |

|

DONE ‘

Figure 1 UPnP Setup Flow Chart

1. Check the IP class of your PC

®
In most case Microsoft Windows XP will assign an IP address, 169.254.* * automatically with a

subnet mask, 255.255.0.0, if the DHCP server is absent, while the default IP address of an IP

®
Camera is 192.168.1.168 with a subnet mask of 255.255.255.0. There won't be any
communication due to different IP class domains, and you have to modify the relative settings or
the UPnP protocol won't work; however, checking your own IP address is necessary. Here are

the procedures to check and modify them.

Step 1: From the Start menu, point to Settings, and then click Control Panel. See Figure 2.
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Set Program Access and Defaits

Frograms

Documents

MNetwork Connections

Search
S Printers and Maxes

Help and Shpport
3 LR B, Taskbar and Start Menu

Run.

Shut Down.

Figure 2

Step 2: When Control Panel appears, double-click the Network Connections icon. The

Network Connections dialog box appears. See Figure 3.

B Control Panel
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CuntamEe your mouse setangs, mch a5 T b
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® el ancd St
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Step 3: Click the Protocols tab in the Network Connections dialog box. See Figure 4.

" Network Cannections e
Fle Edt Vew Favontes Tock Advanced Hep L]

05::1-‘,. F sewch o rogers [T X

B Hetwork Conmections - Beo
~ tame Type Stus
EBroadbard
Bt Ervadband Decorreq

Lax or High-Speed Intemet
e — LANCr Mgh-Spesd Intermet  Cormect

Db

Status

Hepar |

Eridge Cornecsons

|

Creste Shomast

Rerame

CE—

38 :| Figure 4

Step 4: When the Local Area Connection Properties dialog box shows up, choose Internet

Protocol (TCP/IP) and click Properties. See Figure 5.
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i Local Area Connection Properties ]

Grneinl | Authentication | Advanced |

Cannect using
[ =8 marvenvukan GigentEmamet 10710071 |

I his connoction usos the tallowing Homs:

or Micrasatt Netwarks

inota Grinotail <[ _repomes_I>

sion Control Protocol/internat Protocol. The dofault wide
ark protocol that provides communication across
diverse intercannected networks.

[ Show icon in notihcation srca when connected
MNotif me when this connection has limited arne connectivit:

Figure 5

Step 5: In the Internet Protocol(TCP/IP) Properties dialog box, choose Use the following IP

Address to indicate that you do not wish to use DHCP, and assign IP Address

192.168.1.200 with Subnet mask 255.255.255.0.

Click OK when you finish it. See Figure 6.

Internet Pratacel (TCRAPR) Praperties

Ganaral
“fou can got IF setings assigned sulomatically § your netwark suppors this
copabitty. Diharmse. you nesd ko a5k yous netwark administrator for the
appropiate F seng

() Dbt an 1P address sulcmatically

€T5] Use the tollowing I addiesls

IF addiass 16z 168 1 200 1>

Subinet mask (26 265 265 3D

Dialauh gateway:

(E) U tha tollewing DMNS sener addrasses
Pratonod DNS soner

Apmmate DNE sorer

[ Advanced |
- ok P | Cancel '

Step 6: Choose Close to finish the modification. See Figure 7.

=~ Lacal Area Connection Propertiss

“General | Authertication | Advanced

Connget using

B Marvell'ran Gagabi Etheme 101000 Configa..

This conmoction uses the folowing Rams
i M Clinnt dor Microsck Motworks

# 2 i and Frimer Sharing for Microsal Neswarks
& W=Imemal Protacel (TCPAR)

Instal. ! Froparies
Description
Teensissian Cor The
L=l

diverse inarconneciad natwnoks

] Sherw scan in nathication ares when connected
[&#] Notity mo when this cosmactian hes limited ar no cannecity
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2. Install UPnP Packets

®
As described before, Microsoft Windows XP doesn't start the UPnP service by default; however,

we have to install some packets before we initialize it. The following steps will help you to install

them.

Step1: In the Start menu, point to Set Program Access and Default, and then click it. See

Figure 8

Frograms

v Docurmer il

= Sattngs

D Search
Help and Support

Hun..

& | Windows XP

iy

Figure 8

Step 2: When the Add or Remove Programs dialog box appears, click the Add/Remove

Windows Components button. See Figure 9.

W Asd or Remave I'ragrami

Figure 9

Step 3: Check the Network Services in the Windows Component Wizard dialog box, and

then click Details.... See Figurel0.
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Windows Components Wizard E

‘Windows Components
*r'ou can add or remove components of Windows KPR
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|_ cBock || Nows | [ canas J i
Figure 10
Step 4: Check UPnP User Interface, and choose OK. See Figure 11.
Netwaorking Services

To add or remove & component, click the check box. A shaded box means that only part of the
componentwill be installed. To see what's included in a componert, click Details
Subcomponents of Networking Senvices:

Internet Gateway Device Discovery and Control Client 0.0 B
O & Peerto-Peer 0.0 MB
[ SRIP Listener 0.0 MB
[ = Sy

i L UPHP
Description: Displays icons in by Network Flaces for UPnP devices detected on the
netwvork. Also, opens the required MWindows Firewall ports
Total disk space required 563 MB
Space available on disk: 24044.0 MB
-
Figure 11

Step 5: When the original Network Component Wizard dialog box returns, click Next. See

Figurel2.

Windows Compon: rd

‘Windows Componenis
“'ou can add or remiove companas of Windows XF.

Ta add or remove o comp click he checkbox A shaded b thot only past of
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L 58 Outlnak Exorezs noME =
[= phion:  Cortaing & vaniety of senices
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Figure 12
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Step 6: After about one minute the UPnP installation will be done, and choose Finish to close it.

See Figurel3.

Windows Components Wizard x

Completing the Windows
Components Wizard

Vo hawe suceassfully complatad the Windows
Companarits Wizard.

Tu duse thiy wicand, lick Finesh

C e | D i
Figure 13

3. Turn on Services
After installation, we should turn on the relative services to start the UPnP protocol. The following
procedures will teach you how to do it.

Step 1: In the Start menu, point to Settings, and then click Control Panel. See Figurel4.

@ Set Program Access and Defaults

Programs

2 Documents

) Search » @ Network Cormections
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) Help and Support
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e
=
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a
o
>
n
=
o
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£
a
]

Figure 14

Step 2: When Control Panel appears, double-click the Administrative Tools icon. The

Administrative Tools dialog box appears. See Figurel5.
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Step 3: Click the Services icon in the Administrative Tools dialog box. See Figurel6.
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Figurel6

Step 4: When the Services dialog box shows up, double click the SSDP Discovery Service

icon. See Figurel?.
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Step 5: Choose Automatic in the Startup type, and click OK to start it. See Figure18.

SEDP

S il Cr e e d=d

covery Service Proper

Gieneral | Log On | Ficcowery | Dependencics |

Serics name SEOMErY

Displey narms iGGEIF' Cliscavery Service

(Etepremiiomy; [Enables discowvery of LIMn devices on your home
[tk

I

Pailh 1L xcoutabile

le. ML O S Byslamddisviiuslexg -k LusalSenacy

Starup twpe Antnmat -

Sarvics status: ST

Stay Fausz

You con specify the start porometers that apphe wher wou star the sewice fram
hrg,

Figurel8

Step 6: When the Services dialog box appears again, double click the Universal Plug and Play

Device Host icon. See Figurel9.
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Step 7: Choose Automatic in the Startup type, press the Start button, and click OK to start it.

See Figure20.
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Figure20

Step 8: Restart your system.
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®
4. Scan IP Cameras through My Network Place

After you complete the installation and starting services, the UPnP protocol will take effect. You can

®
scan all IP Cameras in My Network Place, as in Figure21 and Figure22 below.

Figure21
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J Figure22

Just double click the UPnP IP Camera icon, and the video live stream will pop up automatically

®
without assigning any IP address in Microsoft Internet Explorer .
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APPENDIX 2. —Register as a DDNS member

The DDNS (dynamic domain name system ) is a function which is provided by an American

company. Please refer to www.dyndns.com. This chapter provides the user with the basic
instructions on how to register a free DDNS service.

Registering for a DDNS

Enter the URL www.dyndns.com. In the upper right-hand corner of the main page, where
there is an item, "Create Account”, as shown in Figure 1.
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Figure 1

Create an account
After clicking "Create Account”, you will enter the Create Account page. Please complete
the form at the bottom of the page to create your account. You will receive an e-mail
containing instructions to activate your account. If you do not follow the directions within 48
hours, you will need to recreate your account.

Set up the DDNS
After creating the account successfully, please enter your user name and password in the
upper right-hand corner of the main page to login, as shown in Figure 2.
After you login successfully, a text will appear saying “My Services”, as shown in Figure 3.
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Figure 3

Click “My Services” to enter the service page. Please click the “Add Host Service” item
which is below the "My Hosts" item, as shown in Figure 4.

Click “Add Host Service”, and its service items will appear. The Add Dynamic DNS Host
item helps to add a new DDNS. Each member may have only one free account, and one
free account can have only five DDNS.

Click Add Dynamic DNS Host to enter the DDNS setting page as shown in Figure 5.
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Figure 4
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All we have to set in this page is the “Hostname” item. The user can choose a Sub
Hostname as s/he likes from the right-hand side of the Hosthame’s drop-down list.

NOTE: You don’t have to set the “IP Address” in the same format as the camera’s IP
Address. It will renew the IP Address automatically.

After finishing the setting, please press the “Create Host” button as shown in Figure 5.
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